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3apeructpuposaHo B MuHtocte Poccum 29 oktabpsa 2020 r. N 60631

MWHUCTEPCTBO LIN®POBOI'O PA3BUTUA, CBA3N
N MACCOBbIX KOMMYHUKALMXA POCCUUCKOU DEOEPALIUN

NPUKA3
oT 14 ceHTAOpsa 2020 r. N 472

5 OB YTBEPXXOEHUN ®OPMATA
ANEKTPOHHOU NOANUCK, OBA3ATENIbHOIO ANsA PEANU3ALNUA BCEMU
CPEOCTBAMU 3JIEKTPOHHOU noAnucu

B cooTBeTCTBMM C NOMNOXEHUAMM NyHKTa 5 yactu 4 ctatbn 8 deaepanbHoro 3akoHa ot 6 anpens 2011 r. N
63-93 "O6 anekTpoHHoM noanucn" (CobpaHne 3akoHogaTenbcTBa Poccuiickon ®egepaunn, 2011, N 15, cT. 2036;
2019, N 26, cT1. 3889) n ab3aua Tpetbero nyHkta 1 NMonoxeHus o MnHUCTEPCTBE LIMGPOBOro pasBuUTUS, CBA3N U
MacCoOBbIX KOMMYHuKauuin Poccuinckon Pepepaumn, yTBEPXAEHHOro mnocTtaHoBneHnem [lpaButenbcTBa
Poccuiickon ®epepauun ot 2 nioHa 2008 r. N 418 (CobpaHue 3akoHogaTensctea Poccuiickon ®enepauun, 2008,
N 42, cT. 4825; 2018, N 40, cT. 6142), npukasbiBato:

1. YtBepautb PopmaT SNEeKTPOHHOM noanucu, obdAsaTenbHbii Ons peanu3aumm BCEMW CpeacTBamMu
3MNEKTPOHHON NOANUCK, COMNTAacHO NPUIMOXEHMIO K HACTOSILLIEMY NMPUKa3Yy.

2. HanpaBuTb HacTosAWMA MpuKa3 Ha rocydapCTBEHHYO pernctpaumio B MUHUCTEPCTBO tOCTMLMN
Poccuiickon ®epepauuu.

MwuHuncTp
M.N.WWAOAEB

YTBEepXaeH

npukasom MunHucTepcTBa
uncpoBOro pasBuTuUs, CBA3N
N MacCOBbIX KOMMYHUKaLWIA
Poccuiickon ®epepaumm

oT 14.09.2020 N 472

OOPMAT
3NEKTPOHHOM NMOANUCH, 05$|3ATEJ1beII7IVD,J1ﬂ PEANU3ALUN BCEMU
CPEOCTBAMU 3JIEKTPOHHOU noAnucu

1. Hactoswun copmar SnekTpoHHOW noanucu, obsisaTenbHbIN AN peanvs3auunm BCEMW CpeacTBaMm
3ANeKTPOoHHON noanucu (aanee - dopmar), yctaHaBnmBaeT TpeboBaHMsA K CTPYKTYpe 1 coaep>KaHuio nHpopmaumm B
3NeKTPOHHOW nognucu (ganee - 3MM).

B coctase OI1 gomkHa pasmeltatbcs uHopmaumss o6 MCXOLHOM 3MNEKTPOHHOM COOGLLEHMU, anropuTmax
xawmpoBaHua n 3, napameTpax kpuntorpadmnyeckmx anropuTtMoB, BpemeHu cosganusa Al1, ceptudumkart Kroya
nposepkn 3l (manee - cepTMdukar), Mepapxmyeckm OoOYyCNoBNEHHasi MNOCnegoBaTeNbHOCTb CEPTUAUKATOB,
Kakgbli mocrnenyrowmnn ceptudmkaTt KoTopor nognmcaHd 31, oCHOBaHHOM Ha NpeaLwecTBYOLWEM cepTudukaTe, u
WHble, yCTAHOBIEHHbIE B COOTBETCTBUM C MyHKTaMu 5, 6 1 7 HacToswero dopmaTa, cBeOeHNUS.

2. B cooTtBeTCcTBUM C HacToswmM dopmaTtom cpeacTtea Al gomkHbl o6ecneynBaTb BO3MOXHOCTb CO3aaHUs
Heckonbkux Al B 0gHOM OOKYMEHTE C COXpaHEeHMEM AaHHbIX, OMUCLIBAIOLLMX KOHTEKCT, CodepKaHue, CTPYKTYpY
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OOKYMEHTOB, a TaKxe obecneunsaroLLmnx ynpasneHne [OOKyMeHTaMn B WCNOJib3yeMbIX I/IH(*)OpMaLIMOHHbIX
cucrtemax, - MetTagaHHbIX U CepTI/I(*)I/IKaTOB, Ha KOTOPbIX OCHOBAHbI 3TN oll, B ANEKTPOHHOM COo00LWEHNMN.

3. lMpwu BkNtoYeHun B coctas 3l AONONHUTENBHON UHOPMaLMK, OTIIMYHON OT yKa3aHHOW B NMyHKTax 5, 6 n 7
HacTosawero ®dopmarta, TpeboBaHMS K €e Ha3HaA4YeHUI0 M pacnonioxeHuto B CcTpyktype Ol onpegensioTtcs
3aKa34yMKOM B TEXHMYECKOM 3adaHuu Ha pa3paboTky (MogepHusaumio) cpeacts Al M yOooCTOBEPSIOLLErO LiEHTpa
(nanee - YLU), B cooTtBetctBMM C npukazom PCB Poccum ot 9 cheBpana 2005 r. N 66 "O6 yrBepxaeHum
MonoxeHus o paspaboTke, NPOU3BOACTBE, peanusauum U 3Kcnnyataunm wmndgpoBanbHbiX (Kpuntorpaduyeckux)
cpeacTB 3awmntbl MHopmauun (MonoxeHune MK3-2005)" (3apeructpuposaH MuHioctom Poccumn 3 mapta 2005 r.,
pernctpaunoHHbin N 6382), ¢ usmeHeHnsimu, BHeceHHbIMU npukazom ®CE Poccum ot 12 anpensa 2010 r. N 173 "O
BHECEHUM U3MEHEHUI B HEKOTOpPble HOpMaTuBHbIE npaBoBble akTel PCH Poccun” (3apeructpuposaH MuHoCcTOM
Poccum 25 masa 2010 r., peructpauunoHHsii N 17350).

4. ®opmaT onpefensieTca B COOTBETCTBUM C OCHOBaAMW ayTeHTUdUKALMM B OTKPbITbIX cucTemax <1>,
CYHTaKCUCOM KpUNTOrpadou4eckmx CoobLLEHWIA, ONMUCaHMeM AOMOJTHUTENbHbLIX aTpubyToB KpunTorpaduyeckmnx
coobueHun, cneundmkaumen abcTpakTHOM CUHTAKCUYECKOM HOTaLUM BEPCUM OANH <2>,

<1> OcHOBbI ayTeHTUuKauum B OTKPbITbIX cucTemax onpegeneHsl B TOCT P UMCO/MBK 9594-8-98
"iHdopmaLmoHHasa TexHonormsl. B3auMmocBssb  OTKpbITbIX cucTeM. CnpaBoyHuk. Yactb 8. OcHOBbI
ayTeHTudmkaumm" (NPpUHAT 1 BBEAEH B AeNCTBME nocTtaHoBneHnem [occtaHaapta Poccum ot 19 mas 1998 r. N
215, onybnukosaH B aBrycte 1998 r. UMK "N3paTtenscTtBo ctaHgapTos”, NYC 9-98).

<2> Cneuundukaumsa abCTpakTHOM CUHTAKCUYECKON HOoTaumm Bepcun oamH onpegeneHa B FOCT P MCO/M3K
8824-1-2001 "MHdopmauunoHHas TexHonorns. AGCTpakTHasi CUMHTakcuyeckass HoTauusa Bepcum oguH (ACH.1).
Yactb 1. Cneuudpmkaums OCHOBHOW HoTauun" (MPUHAT U BBEAEH B AEWCTBME MOCTaHOBNeHMeM [occTaHpapTa
Poccum o1 6 ceHTabps 2001 r. N 375-cT, onybnukoBaH B Hosibpe 2001 r. UMK "N3paTenbcTBo cTtanHgapTos”, MYC
11-2001).

5. B cnyyae ecnu y4yacTHUK 3MEKTPOHHOrO B3aMMOAEWCTBUA SBNSETCA Bnagenbuem AeiCTBYHLLEro
cepTudmKaTa Kroda NpoBepKn NeKTPoHHON noanucu, dopMat uMeeT BUA crieayoLleit CTPYKTypbI:

SignedData ::= SEQUENCE ({
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls (1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos }

5.1. Tone version (tTuna CMSVersion) onpegensieT Bepcuto cuHTakcuca Ol1, koTopas 3aBUCUT OT
cepTnduKaToB, TUMA NOAMUCLIBAEMbIX AaHHbIX M MHCPOpMaLUM O NOAMUCHLIBAKOLLMX CTOPOHAX:

CMSVersion ::= INTEGER
{ vO(0), v1(1l), v2(2), v3(3), v4(4), v5(5) }

5.2. Tlone digestAlgorithms (tun DigestAlgorithmldentifiers) Bknoyaetr B cebs  maeHTUUKATOPBDI
NCMNONb3yeMbIX anropuTMOB X3LUMPOBAHWUSI U CBA3AHHbIE C HUMW MapameTpbl M OnNpedensieTcsi criegyrwmm
obpaszom:

DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier

DigestAlgorithmIdentifier ::= AlgorithmIdentifier

B kauyectBe wgeHTMdMKaTOopa anropMtMa X3LWWMPOBAHUSA yKasblBaeTCA OObBEKTHbI uMaeHTUdUKaTop
anroputma, onpegeneHHoro NOCT P 34.11-2012 "MHdopmaLmoHHasa TexHonorus. Kpuntorpaduyeckas sawmra
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uHpopmaumm. DyHkuma xswmposaHua" <3> (ganee - [OCT P 34.11-2012). YkasaHHbIi OOBEKTHbLIN
noeHTMdumkaTop B COOTBETCTBUM CO cneumdukaumen abCTpakTHOM CUHTAKCMYECKOM HOoTauuMM BepCcuMM OOMH
npeacTaBnseTcs cneayoLnum obpasom:

<3> TOCT P 34.11-2012 "WNHdopmauunoHHast TexHororus. Kpunrtorpadmyeckasa sawuta mHdopMaumu.
dyHKUMA x3WmpoBaHns" (YyTBepXaeH U BBeeH B AencTBue npukazoMm denepanbHOro areHTCTBa no TeXHUYECKOMY
perynupoBaHuio n metponorum ot 7 asrycta 2012 r. N 216-ct, onybnukoBaH B anpene 2013 r. ©r'yrl
"CTAHOAPTUH®OPM", NYC 3-2013, nonpaska NYC 6-2018).

Ons anroputma ¢ AnMHOM Bbixoaa 256 our:

id-tc26-gost3411-12-256 OBJECT IDENTIFIER ::= { iso(l) member-body (2)
ru (643)
rosstandart (7) tc26(l) algorithms(l) digest(2) gost3411-12-256(2) }

ans anroputMa ¢ gnuHom Bbixoga 512 our:

id-tc26-gost3411-12-512 OBJECT IDENTIFIER ::= { iso(l) member-body(2)
ru(643) rosstandart(7) tc26(l) algorithms(l) digest(2) gost3411-12-512(3) }

5.3. NMone encapContentinfo (Tun EncapsulatedContentinfo) cogepxunt noanunceisaemele aaHHble (eContent)
BmecTe ¢ ux Tunom (eContentType) n onpegensieTcs cneayoLmnm obpasom:

EncapsulatedContentInfo ::= SEQUENCE {
eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL }
ContentType ::= OBJECT IDENTIFIER

B cnyyae ecnu none eContent npucyTcTByeT, TO B HEM COLAEPXKMTCS MNOAMNUCLIBAEMbIN SMEKTPOHHbIN
nokymeHT. Ecniv none eContent oTCyTCTBYET, SNEKTPOHHbBIV AOKYMEHT XpaHUTCS B OTAENbHOM haiine.

5.4. B none certificates (tun CertificateSet) moxeT BknovaTbca [ononHUTENbHAs WHdOpMauus o
cepTndukaTtax. B gaHHoe none MoXeT ObITb BKNtOYEHaA MHpOpMauus o cepTudukaTax no4NUCHIBaOLLNX CTOPOH.

CertificateSet ::= SET OF CertificateChoices

CertificateChoices ::= CHOICE {
certificate Certificate,
extendedCertificate [0] IMPLICIT ExtendedCertificate,
v1AttrCert (1] IMPLICIT AttributeCertificateVl,
v2AttrCert [2] IMPLICIT AttributeCertificateV2,
other [3] IMPLICIT OtherCertificateFormat }

5.4.1. OcHoBHoW cuHTakcuc Tuna Certificate npeactaBneH cnegyowmm odpasom:

Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING }

Mone signatureAlgorithm (Tun SignatureAlgorithmldentifier) onpegenset naeHTUdUKaTOP NCMONL30BAHHOTO
anroputMa 3Ol 1 cBA3aHHbLIE C HUM NapamMeTpbl:

SignatureAlgorithmIdentifier ::= AlgorithmIdentifier

www.consultant.ru CrpaHuua 4 3 11
HafeXXHasa npaBoBas noaaepixka



Mpuka3 MuHkomceszn Poccum ot 14.09.2020 N 472
"06 yTBEpAeHUM dDopMaTa 3MEKTPOHHON NOANKUCH, 0653aTeNbHOro A4St
peanusaumu ...

[JokymeHT npepocTtasneH KoHcynbTaHTIn0C
[aTta coxpaHenus: 15.08.2021

B HacToswem ®opmate B kadectBe wuaeHtTudukatopa anroputma 3l ykasbiBaeTcsi OOBEKTHbIN
noeHtndpukatop anroputma, onpegeneHHoro [OCT P 34.10-2012 "UHdopmaumoHHas  TeXHOMorus.
Kpuntorpacguyeckaa sawmta mHdopmaumm. lpoueccbl GOpMUPOBaHMA U NPOBEPKU 3INEKTPOHHON LncpoBoin
nognucun" <1> (ganee - NOCT P 34.10-2012). YkasaHHbIn OOBEKTHbIA MOeHTUMOMKATOP B COOTBETCTBUM CO
crneumdukalymen abCTpakTHOM CUHTAKCMYECKOW HOTaL MM BEPCUN OOUH MPEeACTaBMAsieTCs creayowmm obpasom:

<1> TOCT P 34.10-2012 "WHdopmauunoHHass TexHornorus. Kpunrtorpadumueckaa sawuta mHdopmaumu.
Mpoueccbl hopMUPOBaAHMA M MPOBEPKN SNEKTPOHHOW LMAPOBON noanucn” (YyTBEPXAEH U BBEAEH B OENCTBUE
npvkasom dPegepanbHOro areHTCTBa MO TEXHUYECKOMY PEryrnmpoBaHuio u meTponorm ot 7 aerycta 2012 r. N
215-cT1, onybnukoaH B anpene 2013 r. dryr "CTAHOAPTUH®OPM", NYC 3-2013, nepeunsgaHue ceHTabpb 2018

r.).
Ons anroputma ¢ AMHOM Bbixoaa 256 our:

id-tc26-gost3410-12-256 OBJECT IDENTIFIER ::= { iso(l) member-body(2)
ru(643)
rosstandart (7) tc26(l) algorithms(l) sign(l) gost3410-2012-256(1) }

Ans anroputma ¢ AnMHOM Bbixoaa 512 our:

id-tc26-gost3410-12-512 OBJECT IDENTIFIER ::= { iso(l) member-body(2)
ru(643) rosstandart (7) tc26 (1) algorithms (1) sign (1)
gost3410-2012-512(2) }

5.4.2. MNMone extendedCertificate (Tuna ExtendedCertificate) onpegnenseT pacwumnpeHHbin ceptucukat PKCS
#6. PaclumpeHHble cepTudukatel PKCS #6 nogaepxmsaloTca Ansi COBMECTUMOCTU C NpeablayLmnmMmn BepCcUsiMn n
He NPUMEHSAI0TCS.

5.4.3. MNone v1AttrCert (tTuna AttributeCertificateV1) onpegensiet ceptndukar atpnbyrta X.509 Bepcum 1 B
COOTBETCTBMM C NyHKTOM 9 TpeboBaHui K popMe KBanUMUUMPOBAHHOIO cepTudmkaTa Kntova MNpOBEPKM
ANEKTPOHHON noanucK, yTeepxaeHHbIX npukazom PCB Poccum ot 27.12.2011 N 795 (3apeructpupoBaH
MuHioctom Poccumn 27 auneapsa 2012 r., pernctpaumoHHbin N 23041), ucnonb3yetcsas AnNd COBMECTUMOCTU C
npeablayLWmnMmn BEPCUSMU 1 MPUMEHEHUIO HE MOLMNEXNT.

5.4.4. MNone v2AttrCert (Tuna AttributeCertificateVV2) onpenensiet ceptudukar atpnbyta X.509 sepcum 2 B
COOTBETCTBMM C NyHKTOM 9 TpeboBaHui K popMe KBanUMUUMPOBAHHOIO cepTudmkaTa Knova NpPOBEPKM
3MNEKTPOHHON NoanucK, yTBEPKAEHHbIX npukazoM ®CB Poccum ot 27.12.2011 N 795:

AttributeCertificateV2 ::= AttributeCertificate

5.4.5. Tlone other (tuna OtherCeitificateFormat) npegHasHayeHo Ana obecneyeHus BO3MOXHOCTU
NOAAEPXKKM WHbIX opmaToB cepTudukaTtoB 6e3 BHECEHUS W3MEHEHUN B CUHTaKCUC KPUNTOrpadmnyeckmx
cooBLLEHNIA:

OtherCertificateFormat ::= SEQUENCE {
otherCertFormat OBJECT IDENTIFIER,
otherCert ANY DEFINED BY otherCertFormat }

5.5. B none crls (tun RevocationinfoChoices) moxeT GbITb BkNoveHa AONONHUTENbHas WHgopmaumnsa ob
OT3bIBE CEPTUIUKATOB:

RevocationInfoChoices ::= SET OF RevocationInfoChoice
RevocationInfoChoice ::= CHOICE {
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crl Certificatelist,
other [1] IMPLICIT OtherRevocationInfoFormat }
OtherRevocationInfoFormat ::= SEQUENCE {
otherRevInfoFormat OBJECT IDENTIFIER,
otherRevInfo ANY DEFINED BY otherRevInfoFormat }

5.5.1. Mone crl (tuna CertificateList) onpepensieT cnMcok aHHynMpoBaHHbIX cepTudukatos (CRL). Ong
BblYMCINIEHUA NOAMNUCU [AaHHble, KOTOpble [AOMKHbl ObiTb noanucaHbl, npeactaensoTca B ASN.1-koge no
DER-npaBunam:

CertificatelList ::= SEQUENCE ({
tbsCertList TBSCertList,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING }
TBSCertList ::= SEQUENCE ({
version Version OPTIONAL,
-— eCcJiM NPenCTaBJIEHO, TO IHOJIXHO OBITH 2-11 BepCUU
signature AlgorithmIdentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

-— eCcJiM NPenCTaBJIEHO, TO IHOJIXHO OBITH 2-11 BepCuUU
} OPTIONAL,
crlExtensions [0] EXPLICIT Extensions OPTIONAL
-— eCJu NpPencTaBJIEHO, TO IOOJIKHO OBITHL 2-1 BepCuUu

5.5.2. MNone other (tnna OtherRevocationinfoFormat) onpepenset gpopmatel nHdopmarmm o6 oT3biBe 6e3
OOMNOJTHUTENBHOIO N3MEHEHUS CUHTAKCUCa KpunTorpadMyeckmx coodLLEeHNI.

5.6. B none signerinfos (tun Signerinfos) cogepxuTca MHpopmauns 0 Kaxxaon nognucbiBalowwen CTOPOHe
SMEKTPOHHOrO AOKYMEHTa.

SignerInfos ::= SET OF SignerInfo
SignerInfo ::= SEQUENCE ({
version CMSVersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmIdentifier,
signature SignatureValue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL }

5.6.1. MNone sid (Tun Signerldentifier) onpegenseT ceptudukat nognuceIBaloLLen CTOPOHbI, HEOBXOAUMBIN
ONns npoBepku nognuHHocTm Or.

SignerIdentifier ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyldentifier [0] SubjectKeyIdentifier }
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B ctpyktype 3l gormkeH Mcnonb3oBaTbCs BapuaHT onpedeneHuns cepTudmkata nytem 3agaHus 3HadeHus
issuerAndSerialNumber.

5.6.2. MNone digestAlgorithm (Tun DigestAlgorithmldentifier) onpeaenset naeHTMdMUKaTOPBLI UCNOMBL30BAHHOMO
B AaHHoW Ol anropyTma X3WnpoBaHMS 1 CBA3aHHbIE C HAM NapameTpbl.

B «kauvecTtBe wugeHTUdmkaTopa anroputMa XSWUPOBaHUS YyKasbiBaeTCs OOBEKTHbI MAEHTUdMKATOP
anroputma, onpegeneHHoro NOCT P 34.11-2012. YkasaHHbIl OOBbEKTHbIN UAEHTUMUKATOP B COOTBETCTBUM CO
crneumdukaLmen abCTpakTHOM CUHTAKCUYECKOW HOTaL MM BEPCUM OOUH OnpeaensieTcs cneayoLmnm obpasom:

ans anroputMa ¢ gnuHom Bbixona 256 our:

id-tc26-gost3411-12-256 OBJECT IDENTIFIER ::= { iso(l) member-body(2) ru(643)
rosstandart (7) tc26(l) algorithms(l) digest(2) gost3411-12-256(2) }

Ans anroputma ¢ AnvHOM Bbixoaa 512 our:

id-tc26-gost3411-12-512 OBJECT IDENTIFIER ::= { iso(l) member-body (2)
ru(643) rosstandart(7) tc26(l) algorithms(l) digest(2) gost3411-12-512(3) }

5.6.3. lNone signedAttrs (tun SignedAttributes) gomkHO onpenenaTb AOMOMHUTENbHYIO MNOANUCHIBAEMYHO
nHcpopmaumo (ganee - nognucbiBaemble atpudyThl). ObsisaTenbHble K BKITOYEHUIO MOAMUCLIBAEMbIE aTPUOYThI
onpenenslTcs cneayLmm obpasom:

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
Attribute ::= SEQUENCE {
attrType OBJECT IDENTIFIER,
attrValues SET OF AttributeValue }
AttributeValue ::= ANY

5.6.4. lMone signature (Tun SignatureValue) cogepXnT CTPOKy OWT, NONy4YeHHy B pe3ynbTaTte npouecca
dopmmpoBaHusa JlT:

SignatureValue ::= OCTET STRING

5.6.5. lNone unsignedAttrs (Tun UnsignedAttributes) onpegensietr QonoOnHUTENbHYIO HENoANMCbIBAEMYHO
MHpopmaumo (ganee - HenognNUcLIBaeMble aTpuUbyThI):

UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute

6. ObsiI3aTENBHLIMM NOANUCLIBAEMbBIMU aTPUOyTaMn ABMAIOTCS:

6.1. Tun cogepxumoro (Content-type). [JormkeH OblTb gobaBneH B aTpubyT id-contentType ¢ 0ObEKTHbIM
noeHtTndpukatopom smuaa "1.2.840.113549.1.3";

6.2. CTpoka buT, ABNALLasCS BbIXOOHLIM pe3ynbTaToM yHKUMK, oToBpaxatoLen CTpokn 6ut B CTpoku out
(PMKCNPOBAHHOW OSIVHBI U YO0BMETBOPSIOLWEN CleayoLWUM YCNOBUAM:

No AaHHOMY 3HauyeHuio (PYHKLUM HEBO3MOXHO Ha nepuop OeUCTBUS cepTudukata BbIYMCIUTL UCXOOHbIE
[aHHble, oTobpaXkaemble B 3TOM 3HAYEHUN;

Aana 3aAaHHbIX UCXOAHbIX OaHHbIX HEBO3MOXHO Ha nepuoa nencTeus CepTI/I(*)I/IKaTa BblHMCNUTbL [pyrune
MCXOAHble AaHHble, 0To6pa>KaeMb|e B 3TOM 3Ha4YeHUwu;

HEeBO3MOXHO Ha nepuof [OeNcTBusl cepTudukaTa BbIMUCIUTL KaKylo-NMGO napy MCXOAHbBIX [AaHHbIX,
oToGpakaeMblX B OOHO W TO e 3HayeHWe XaW-(yHKUMM (Oanee - XalW-Kod) 3MNeKTPOHHOro coobLueHus

www.consultant.ru CrpaHuua 7 n3 11
HafeXXHasa npaBoBas noaaepixka



Mpuka3 MuHkomceszn Poccum ot 14.09.2020 N 472
"06 yTBEpAeHUM dDopMaTa 3MEKTPOHHON NOANKUCH, 0653aTeNbHOro A4St
peanusaumu ...

[JokymeHT npepocTtasneH KoHcynbTaHTIn0C
[aTta coxpaHenus: 15.08.2021

(Message-digest).

Pesynbtat dyHKUuMKM, oOTOGpaxatowen CTpokM OuUT B CTPOKM OUT  PUKCUPOBAHHOW AOfMHBI U
YOOBIETBOPSIOLLEN YKa3aHHbIM YCIoBMAM AOfmkeH ObiTb gobaeneH B atpubyT id-messageDigest ¢ 06beKTHbIM
naeHtudpukatopom Bnga "1.2.840.113549.1.4";

6.3. Xaw-kog oT Habopa nonewn cepTudmkaTa, NO3BONALMX OOQHO3HAYHO €ro NAEHTUPULMPOBATL, AOSHKEH
ObITb fobaBneH B atpubyT id-aa-signingCertificateV2 ¢ 06bekTHbIM naeHTudukatopom suaa "1.2.840.113549.1.9".

7. B cnyyae ecnu y4acTHVK 3NEKTPOHHOro B3aMMOAEWCTBUS He SBNSEeTCA BrnagenbueM AeiCTBYHLLEro
cepTudmKaTa Kiroya NpoBepKM SNEKTPOHHON noanucu, PopmMaT AOMMKEH UMETb BUZ CIIEAYHOLEN CTPYKTYpPbI:

CertificationRequest ::= SEQUENCE ({
certificationRequestInfo CertificationRequestInfo,
SignatureAlgorithm AlgorithmIdentifier {{Signature Algorithms}},
Signature BITSTRING}, rzme

certificationRequestinfo - nognunceiBaemas nHgopmauus;

signatureAlgorithm - uHdopmauua o6 anroputme 3l1, KOTOpbLIN Mcnonb3oBanca npu dopmmuposaHun Il
cTpykTypbl certificationRequestinfo;

signature - O3l cTpykTypbl certificationRequestinfo, copmupoBaHHas ¢ ucnonb3oBaHUEM anropuTMa,
ykazaHHoro B SignatureAlgorithm.

7.1. Ctpyktypa CertificationRequestinfo B cootBeTcTBMM CO cneundmrkaumen abcTpakTHON CUHTaKCUYECKOM
HOTauun Bepcun OAWH NpeacTaBnseTcs cnegyowum obpasom:

CertificationRequestInfo ::= SEQUENCE ({
version INTEGER { v1(0) } (vl1,...),
subject Name,
subjectPKInfo SubjectPublicKeyInfo{{ PKInfoAlgorithms }},

attributes [0] Attributes{{ CRIAttributes }} }, rzme

version - Homep Bepcun cTaHgapTa (B gaHHoOM dhopMaTe AaHHOe nore AOMKHO NpuHuMaTh 3HadeHme 0)

subject - uma cybwbekta, Bnagetwuwero knwoyom 3l1, mmetowee Tn Name, KOTOpOe 3anonHsaeTcs B
COOTBETCTBMM C TpeboBaHuAMU K dopme KBanNUUUMPOBAHHOIO cepTudmnKaTta Krkova MpPOBEPKN 3NEKTPOHHON
noanucu, yreepxaeHHbiMu npukaszom ®CB Poccum ot 27.12.2011 N 795;

subjectPKInfo - HaGop anemeHTOB, cogepXawmx MWHGOpMauUuio o krye npoBepkn Ol n umerowmx
cTpykTYypy SubjectPublicKeylInfo;

attributes - Habop aTpnbyTOB.

Ctpyktypa SubjectPublicKeylnfo B cooTBeTcTBUMM €O cneundmkaumen abCTpaKTHOW CUHTAKCUYECKOMN
HOTauun Bepcun OL4MH NpeacTaBnseTcs crneayowmum obpasom:

SubjectPublicKeyInfo (ALGORITHM: IOSet} ::= SEQUENCE ({
algorithm AlgorithmIdentifier {{IOSet} }
subjectPublicKey BIT STRING }, rme

algorithm - anroput™ 1 Habop napameTpoB anroputma AlT;
subjectPublicKey - kntou npoeepkn 3.

Mone algorithm cTpykTypbl SubjectPublicKeylnfo 3apaetca ctpyktypon Algorithmldentifier, onncanHon B
FOCT P MCO/M3K 9594-8 n cogepxallen cnegyrowme nons:
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algorithm - ngeHtTndukarop anroputma lT;
parameters - napameTpbl OTKPLITOro kntova anroputma Orl.
Mone algorithm cTpykTypbl Algorithmldentifier nomkHO cogepxaTb cnegyowmn naeHTumKaTop anroputTma:

ans anroputma FOCT P 34.10-2012 ¢ gnuHom kntoda 256 6uT maeHTudukatop B COOTBETCTBUM CO
crneumdukalymen abCTpakTHOM CUHTAKCMYECKOW HOTaL MM BEPCUN OOUH MPEeACTaBnsieTCs creayiowmm obpasom:

id-tc26-gost3410-12-256 OBJECT IDENTIFIER ::=
{ is0o(l) member-body(2) ru(643) rosstandart(7) tc26(l) algorithms (1)
sign(l) gost3410-2012-256(1) }

ana anroputma [OCT P 34.10-2012 ¢ gnuHow knoda 512 6uT maeHtudukatop B COOTBETCTBUM CO
crneumdukaLmen abCTpakTHOM CUHTAKCMYECKOW HOTaL MM BEPCUN OOUH NPeaACcTaBnsieTcs cneayloLwmm obpasom:

id-tc26-gost3410-12-512 OBJECT IDENTIFIER ::=
{ is0o(l) member-body(2) ru(643) rosstandart (7) tc26(l) algorithms (1)
sign(l) gost3410-2012-512(2) }

Mone parameters cTpykTypbl Algorithmldentifier umeet ctpyktypy GostR3410-2012-PublicKeyParameters,
KOTOpas B COOTBETCTBUM CO cneundukaumen abCTPakTHOM CUHTAKCMYECKOW HOTauuum BepcuuM OAuH
npeacrasnseTcs cnegylowmm obpasom:

GostR3410-2012-PublicKeyParameters ::= SEQUENCE ({
publicKeyParamSet OBJECT IDENTIFIER,
digestParamSet OBJECT IDENTIFIER OPTIONAL }, rTzme

publicKeyParamSet - ngeHTudukatop napameTpoB krtoda nposepkn 31, cooTBeTCcTBYOLWErO anroputmy Ol
FOCT P 34.10-2012;

digestParamSet - naeHtudpukatop xaw-dpyHkumm FOCT P 34.11-2012.

JaHHOe norne He crieyeT UCNONb30BaTh, ecnu ucnonb3yetca anroputm 3 TOCT P 34.10-2012 ¢ gnuHomn
knoya 512 6ur;

[aHHOe none OO0MMKHO NMpucyTCcTBOBaTh, ecnv ucnonb3yetca anroputm 3 TOCT P 34.10-2012 ¢ gnvHom
Kntoya 256 6uT npu cnegyroLmnx 3HavyeHusax nons publicKeyParamSet:

1d-GostR3410-2001-CryptoPro-A-ParamSet
1d-GostR3410-2001-CryptoPro-B-ParamSet
1d-GostR3410-2001-CryptoPro-C-ParamSet
1d-GostR3410-2001-CryptoPro-XchA-ParamSet
1d-GostR3410-2001-CryptoPro-XchB-ParamSet

npy 3TOM OH AOMKEH ObiTb paBeH uaeHTudukaTopy anroputma xawmposanmsi FTOCT P 34.11-2012 ¢ gnvHon
Bbixoaa 256 6uT:

id-tc26-gost3411-12-256

[aHHOe nore He criegyeT MCnonb3oBaTb, ecnu ucnonb3yetcsa anroputm 3 TOCT P 34.10-2012 ¢ gnvHom
Kntoya 256 6ut npu cnegyrowem 3HavyeHumn nons publicKeyParamSet:

id-tc26-gost-3410-2012-256-paramSetA

[aHHOoe nore OO0J/MKHO OTCYTCTBOBaThb, ecnu ucnonb3yetca anroputm Al TOCT P 34.10-2012 ¢ gnuHom
Kntoya 256 6uT npu cnegyrowmnx 3HavyeHusx nons publicKeyParamSet:
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id-tc26-gost-3410-2012-256-paramSetB
id-tc26-gost-3410-2012-256-paramSetC
id-tc26-gost-3410-2012-256-paramSetD

Mone subjectPublicKey ctpykTypbl SubjectPublicKeylnfo cogepxuT kntov nposepku 3l1, KOTOpbIA 3agaeTcs
napon koopauHar (X, y), onpeaenernHon FOCT P 34.10-2012, npeacraBnsaeTca cnegylowmm 00pasom:

kntov nposepkn I, coorBeTcTBYtoWwMn anroputmy FOCT P 34.10-2012 ¢ anuHown kntova 256 6ut, umeet
npeactasneHme GostR3410-2012-256-PublicKey, koTtopoe 3agaetcs 6anmtoBon CTpokow AnvHbl 64 GaiTa, rae
nepsble 32 Ganta cogepxaT npeacTaBneHne koopanHatel X B popmarte little-endian (Mnagwwmi 6ut 3anuceiBaetcs
nepsbIiM), a nocnegHne 32 6anTta cogepxat npeacTaBneHne koopauHatel y B popmarte little-endian;

kntov nposepkn A1, coorBeTcTBYtoWwMn anroputmy FOCT P 34.10-2012 ¢ anuHown kntova 512 6ut, umeet
npeactaBneHme GostR3410-2012-512-PublicKey, koTopoe 3apaetcss 6anMToBOM CTpOKOW AnwHbl 128 ©anT, rge
nepeble 64 Gavita cogepxaT npeactaBneHue koopauHatbl X B ¢opmarte little-endian, a nocnegHve 64 Ganta
cofepxart npeacraBneHne koopauHaTtel y B dopmarTe little-endian.

Kntoun nposepkn 3T GostR3410-2012-256-PublicKey n GostR3410-2012-512-PublicKey gomkHbl 6bITb
npeactasneHsl B ASN.1-koge no DER-npaeunam B Buae ctpokn 6ant (OCTET STRING) B cootBeTcTBUM ¢ [OCT
P NCO/M3K 8825-1:

GostR3410-2012-256-PublicKey ::= OCTET STRING (64)
GostR3410-2012-512-PublicKey ::= OCTET STRING (128)

7.2. MNMone algorithm cTpykTypbl signatureAlgorithm cogepxut naeHtndukarop anroputma 3l 1 cBA3aHHbIX C
HAM MapaMeTpoB, KOTOpbIA wucnonb3yetca npu dopmupoBaHun Al cTpykTypbl CertificationRequestinfo ¢
ncnonb3oBaHuem knwoya 3l1:

ona anroputma FOCT P 34.10-2012 ¢ anuHow krtoda 256 OuT maeHtudukatop B COOTBETCTBUM CO
cneundurkaLmen abCcTpakTHOM CUHTAKCUYECKOM HOTaALUN BEpPCUN OAMH NPeAcTaBnsieTcs cneayLwmm obpasom:

id-tc26-signwithdigest-gost3410-12-256 OBJECT IDENTIFIER ::=
{iso(l) member-body(2) <ru(643) rosstandart(7) tc26(l) algorithms(1l)
signwithdigest (3) gost3410-2012-256(2) }

ona anropyutma FOCT P 34.10-2012 ¢ anuHow kmtoda 512 6uT maeHtudukatop B COOTBETCTBUM CO
crneumdukalymen abCTpakTHOM CUHTAKCMYECKOW HOTaL MM BEPCUN OOUH MPEeACTaBMsieTCs creaylowmm obpasom:

id-tc26-signwithdigest-gost3410-12-512 OBJECT IDENTIFIER ::=

{iso (1) member-body(2) ru(643) rosstandart (7) tc26 (1) algorithms (1)
signwithdigest (3) gost3410-2012-512(3)}

Mone parameters cTpykTypbl signatureAlgorithm gomkHo oTcyTcTBOBAaTb.
7.3. MNone signature ctpykTypsl CertificationRequest cogepxut 3N nognucbiBaeMomn nHdopmauumn.

Pesynbtatom pabotel anroputma O TOCT P 34.10-2012 ¢ anuHowm kntoya 256 6UT aBnsieTcs ABa uncna r u
s, onpegeneHHble TOCT P 34.10-2012 n nmetowwime anvHy 256 6ut kaxgoe.

Mpu ucnonbsoBanum anroputma FOCT P 34.10-2012 ¢ anuHon kntoda 256 6uT none signature 3apaetcs
6utoBon ctpokon (BITSTRING) onuHbl 512 6uT; npu aTOM nepsble 256 GUT cogepxaT YMCno s B NpeacTaBneHum
big-endian (cTtapwwuin 6uT 3anucbiBaeTca nepBbiM), a BTOpble 256 6UT cogepxaT YUCno r B MpeacTaBneHuu
big-endian.

Pesynbtatom pabotel anroputma O TOCT P 34.10-2012 ¢ anuHowm knoya 512 6uT aBnseTcs ABa uncna r u
s, onpegeneHHble TOCT P 34.10-2012 n nmetowwme anvHy 512 6ut kaxgoe.

Mpun ucnonbsoBanum anroputma FOCT P 34.10-2012 ¢ anuHon kntoda 512 6ut none signature 3apaetcs
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6utoBon ctpokor (BITSTRING) anuHel 1024 6uT; npn aToM nepsble 512 6GUT cogepxaTt YMCno s B NpeacTaBneHum
big-endian, a BTopble 512 6UT cogepxaT 4Yncno r B npeactasneHun big-endian.
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